¥ OS Stars firewall exception handling: After installation, the program
does not run
and Terminal disconnection Exception handling for your PC's firewall

please.

-Install PC OS Type : [ Windows XP ] [ Windows Vista] [ Windows 7 ]

% Windows XP Firewall Exceptions

1. Windows Disable Firewall : [Control Panel] Movement

x|

‘T’ . To help protect your computer. Windows Firewall has blocked
B szome features of this program.

Do you want to keep blocking thiz program?
@ Mame:  UDBServer MFC B B
Publizher. Unknown

k.eep Blocking ] I IInblock, I [ Bgk Me Later

Windows Firewall hazs blocked this program from accepting connectionz from the
|nternet ar a netwark. [f you recognize the program or trust the publizher, vou can
unblock it. “when should | unblock a program?
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Lieneral |El;éptil:uns Advanced

Windows Firewall iz helping to protect your PC

Windows Firewall helps protect vour computer by preventing unauthonized users
fram gaining access to your computer through the [nternet ar a netwark,

@ I@' On [recommended]) I

Thiz setting blacks all autzide sources fram connecting ta this
computer, with the exception of thoze selected on the Exceptions tab.

I [[] Don't allow exceptions £~ ﬁfgf—g// I

Select thiz when vou connect to public networks in less secure
lazations, such az airparks. ou will not be natified when Windows
Firewall blocks programsz. Selections on the Exceplions tab will be
ignored.

@ () OFf [rot recommended]

Ayoid uzing this setting. Tuming off *Windows Firewall may make this
computer more vulnerable to viruzes and intruders.

What elze should | know about *indowes Firewall?

[ OF. ] [ Cancel

@ If be use On: [Don't allow exceptions] check off
@ Off : [OK]



*= Windows Firewall

Generall Exceptions | &dvanced |

Windaws Firewall iz bBlacking incoming netwark, connections, except far the
programs and services selected below. Adding exceptions allows zome prograns

ko work, better but might increase your securty nsk.

Frograms and Services:

M ame

M| File and Printer Sharing
Remote Azzistance

] Remate Desktop

O UPAP Framewark,

I Add Progran... I[ dddPot. || Edt. Delete

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptiong?

] l [ Cancel




To allaww cammunications with a pragram by adding it ta the E=ceptions list,
zelect the praogram, or click Browse to zearch for one that iz not listed.

Frograms:

d |ntemet Revers
‘ Internet Spades
; Minesweeper
WY MEH

Iﬁ Outlook Express
@) Finbal

|8l Solitaire

& Spider Solitaire

[T LIMIS Remate Manager

[

@Windnws Moveie b aker

<

Path: ||::"-.F'ru:-gram Fileg \UMISSUMIS_Acceszs.exe H Browse, . ]

—— T

Add a Program E




*= Windows Firewall

Gerneral | Erceptions | Advanced

Windows Firewsall iz blocking incoming network, connections, except for the
programs and services selected below, Adding exceptions alloves some programs
ko work, better but might increase your security risk,

Programs and Services:

Mame
[ File and Printer Sharing
Remote Azsistance
Hermote Dezkto
IMIS Remate Manager
(3l ST

| 4ddProgram... | | AddPot. ||  Edi.

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptiong?

I ] I Cancel

% Windows Vista Firewall Exceptions

1. Program execution security alert : Unblock

2. Windows Firewall turned off: [Control Panel] Move



W-IE » Control Panel » |

rel Panel Home

*  Classic View

1 &

Windows Windows Windows Windows Welcome
Update SideShow  Sidebar ... CardSpace Center
8§ 8 = M @
View 32-bit User Tetto  Taskbarand Tablet PC System  Sync Center
Control P, Accounts Speech Start Menu  Settings =
8 @ 9 & s W
& =2 / k4
b @ T
Speech Sound Security  Administrat... Scanners and Regional and  Programs
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by » % & & W 3
Problem Printers Poweer Phone and  Personaliz.. Performance Pr.-o-ple Mear L
Reports a Options Modem ... Informatio...
| B ¥ ¥y <
Pemand  Offline Files NWIDLA NeMulk and  Mouse Eeyboard iSCH Initiator
Input Devices Contr...  Sharing Ce...
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", Tum Windows Firewall on or
off

See also

Security Center

Metwork Center

Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or network,

How does a firewall help protect my computerd

@ Windows Firewall is helping to protect your computer

Windows Firewall is on. W Chenge settings
Inbound connections that do not have an exception are blocked.

Display a notification when a program is blocked: Yes

Metwork location: Public network

What are network locations?
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g Windows Firewall Settings

General |Euceptiuns Advanced

\/ ] Windows Firewall is helping to protect your computer

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

l@l i@ On (recommended)

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.

I [] Block all incoming connections ffﬁfﬂf-ﬂ//

Select this option when you connect to less secure networks, All
exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

l@ ") Off (not recommended)

Avoid using this setting. Turning off Windows Firewall will make this
computer mare vulnerable to hackers or malicious software.

Tell me more about these settings

[ Ok ] [ Cancel Apply
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g Windows Firewall Settings

Generall Exceptions JAdvanced

s

What are the risks of unblocking a programs

To enable an exception, select its check box:

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the public network location.

Program or port

[C]BITS Peercaching

[ cConnect to a Network Projector
Core Networking

[ Distributed Transaction Coordinator
File and Printer Sharing
[JiscsI Service

[JKey Management Service

[ Metlogon Service

Metwork Discovery
Performance Logs and Alerts
Jremote Administration

Remote Assistance

| P [ R R i S

[ »

m

I.ﬁ.dd program. .. I[ Add port... H Properties ]

Maotify me when Windows Firewall blocks a new program

Delete

[ Ok, ] [ Cancel

Apply




-

Add a Program (3]

Select the program you want to add, or didk Browse to find one that is not
listed, and then dick QK.

Programs:

Pﬁ PrP Driver Test Tool

K% problem Reports and Solutions
.Trau:e'-.-'iew

.Tran:e'-.-'iew

@ UMIS Remote Manager

m

1y VMware Player
L VMware Workstation
WinDbg
[L:E] Windows Calendar

-

Path: C:MProgram Files (x36) WUNIS WUNIS_Acces:

. .




e

g Windows Firewall Settings (]

General | Exceptions | Advanced

Exceptions control how programs communicate through Windows Firewall. Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the public network location.
What are the risks of unblodking a program#

To enable an exception, select its check box:

Program or port -

[ 5ecure Socket Tunneling Protocol
[ SMMP Trap

BE
UMIS Remaote Manager
puter Mame Registration Service

[Jwindows Firewall Remote Management

] windows Management Instrumentation (WMI) —
[ windows Media Player

[(Jwindows Media Player Netwark Sharing Service
O windows Meeting Space

[ wWindows Peer to Peer Collaboration Foundation
[ windows Remote Management

T Litirmlmme Pardable Ciscsie—e

m

[Addpr_ogram... H Add port... H Properties ] Delete

Maotify me when Windows Firewall blocks a new program

QK I Cancel Apply

3. Windows Defender turned off: [Control Panel] Move



%'E » Control Panel »

rel Panel Home

*  Classic View

Speech Sound
Recogniti..
B
Problem Printers
Reports a
Pemand  Offline Files
Input Devices

e ™ Py
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Eategmr =
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£ ______" Ny Home | Bl a History {:} Tools ;. W| ndowg
M. Defender
Protection against malicious and unwanted software
l@tﬁtm
Mot available
Status
Last scan: Mot available
Scan schedule: Daily around 23 2400,
Real-time protection: On
Definrtion version: 1818740 created on 2010-05-03 at 2 % 6:15.




can | = J History \:} Tools

Protection against malicious and unwanted software

Tools and Settings

Settings

E C hoose how you want Windows
Defender to run

Tools

=" Quarantined items

[
& Rerncwve or restore software that
Windows Defender has
prevented from running

Allowed items
m View software that you have

chosen not to monitor with
Windows Defender

Micr
Join the online community

that helps identify and stop
spyware infections

a lorer

View or monitor all software
that is running on your
computer

Wind Defender websit

Get more tools and the latest
security information enline

- Windows

. Defender




[o/[E|=.]
- a History ﬁ Tools i.'; Windowsl

. Defender

Protection against malicious and unwanted software

[¥] Automatically scan my computer (recommended)

Frequency: [D’ih" -I
Approximate fime: [Eﬂ 2:00 7]
Type: [{Qu'nck scan) - |

1

[#] Check for updated definitions before scanning
[¥] Apply default actions to items detected during a scan

Default actions

Choose the action that you want Windows Defender to display (or apply, if you selected this option in automatic
scanning) when items with these alert levels are detected. Understanding Windows Defender alert levels

High alert items: [Dﬂ‘iult action (definition-bas 'I
Medium alert items: | Default action (definition-bas = |
Low alest iterns: | Default action (definition-bas ~ |

Real-time protection options
[ lUse real-time protection (recommended) | £ Aec. f'”)f?‘
Choose which security agents you want to run, Understanding real-time protection

/| Auto Start -

| ®sme || Gonce

Windows Defender E

@ Windows Defender is turned off

Windows Defender won't provide protection against harmful or
potentially unwanted software and it won't send you alerts
because itis off.

To help protect your computer against harmful or potentially
unwanted software, Turn on and open Windows Defender.,

4. Disable User Account Control: UAC settings
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*  Classic View
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qlfﬁ » Control Panel » Administrative Tools || v | 42 || search P
‘ Organce E'_ Views™ * !

Favorite Links Mame Date modified Type Size

s B Computer Management Data Sources (ODBC)
:' Pictures II Shortout Shortout
I Documents 165 KB 164 KB
B Music ]| Event Viewer iSCSl Initiator
Shortout Shortout
M
e 167 KB P 1558
Folders il Local Security Policy Memaory Diagnestics Tool
B Decktop - Shortcut Shortout
B fiwi 1.60 KB IF 163 kE

J. Public Print Management Reliability and Performance
L Shortcut Monitor
18 Computer = 164 KB Shortout
& Metwork = ; :
it Pl Y Services = 1| System Configuration
s . - E: - . Shortcut -~ Shomtout
% Administrative Tools PSS 150k [y 150 k8
g AutoPlay ‘:iz}"\ Task Scheduler Windows Frrewall with
W Backup and Restore Center | Shortcut Advanced Security
L‘ EBitLocker Drive Encryption M 1.63 KB Shortcut

© Defautt Programs
@ Ease of Access Center
4 Fonts
& Network and Sharing Centes
B Pedormance Information ar ™
¥ i 'il'_} 12 items
=

o
-




i

LT System Configuration =

| General | Boot | Services I Smrmpl Tools I

Tool Mame Description

Internet Options View Internet Explorer settings.

Internet Protocol Configurat...  View and configure network address settings.

Performance Monitor Monitor the reliability and performance of local ar remote computers,

Task Manager View detsils sbout programs and processes running on your computer,
Disable User Account Contral {requires reboot).

ol {requires repoot),

Command Prompt Open a command prompt window,
Registry Editor Make changes to the Windows registry.
4 111 F

Selected command:
C:indows WSystem32Womd. exe & Sowindir 3 MSystem32Wreg. exe ADD HELMWSOFTWARE W Microsoft

Launch I
o) (o [ mo

BN Administrator: CYWindows! Systern32cmd. exe

The operation completed successfully.

C:Wlindowstsystend2 >

5. Reboot your PC after the above treatment

6. If the connection is not after a reboot, please try reinstalling the

program.

% Windows 7 Firewall Exceptions

1. Windows Firewall turned off: [Control Panel] Move



— L= | e,
(_JC.) [@» ControlPanel » AllControlPanelltems » |4 || Seorch Contral Panet |

Adjust your computer’s settings

¥ Action Center

W Backup and Restore

B Credential Manager

@ Desktop Gadgets

B Display

I Forts

&= Indexing Options

B8 Location and Other Sensors
B Notification Area lcons

- Personalization

IEl Programs and Features

5 RemoteApp and Desktop Connections
@ Syne Center
Troubleshooting

il Windows Defender

% Administrative Tools
#9 BitLocker Drive Encryption
ﬂ Date and Time
4 Device Manager
a Ease of Access Center
f Getting Started
£ Intemnet Options
J Mouse
’ Parental Controls
E Phone and Modem
& Recovery
& Sound
8 System
88 User Accounts
I i Windows Firewall I

View by:  Small icons ~

AutoPlay

K Color Management

© Defauit Programs

53 Devices and Printers

[E Fotder Options

«; HomeGroup

&= Keyboard

5 Metwork and Sharing Center
M Pesformance Information and Tools
s Power Options

¥ Regicn and Language

) Speech Recognition

WL Taskbar and Start Menu

B windows CardSpace

& Windows Update




.=

() w/# » Control Panel » Al Control Panelltems » Windows Firewall | ép | Search ConvralPonest 9|
Control Panel Home o |
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software fram gaining sccess to your computer
through Windows Firewall through the Internet or a network.
Change notification settings How does a firewall help protect my computes?
' Tum Windows Firewall on or What are network locations?
off
% Restore defaults l g Home or work (private) networks Not Connected (%)
e Aamnge B 9 ruviicnetworks Connected (&)
Troubleshoot my network
Metworks in public places such as airports or coffee shops
Windows Firewsll state: On
Incoming connections: Block all connections to programs that are not on
the list of allowed programs
Active public networks: Mone
Metification state: Metify me when Windows Firewall blocks a new
program
See also
Metwerk and Sharing Center




GO IIII

Allow programs to communicate through Windows Firewall '
To add, change, or remove allowed programs and ports, click Change settings.

‘What are the risks of allowing 8 program to communicate? | ¥ Change settings

Allowed programs and features:

' Name [+ Home/Work (Private)  Public
M| BranchCache - Content Retrieval (Uses HTTP C |
[ BranchCache - Hosted Cache Client (Uses HTTPS)
[J BranchCache - Hosted Cache Server (Uses HTTPS)
O BranchCache - Peer Discovery (Uses WSD)

[ Connect to a Metwork Projector
B4 Core Metworking
[ Distributed Transaction Coordinator
[ File and Printer Sharing
O HomeGroup
O iSCSI Service
O Media Center Extenders
| [0 Netlogon Service

s

DOooO000®O0O0O0

lI:IEIEIDEIEIEEIEIEIEI

| Remove |

Lok | conce |




Add a Program

Select the program you want to add, or didk Browse to find one that is not
listed, and then dick OK.

Programs:

b Create a System Repair Disc

iz Windows Fax and Scan
 windows Media Center

il Windows Remote Assistance
<= XP5 Viewer

Path: C:¥Program Files WHUNIS WUNIS_Access.exe

What are the risks of unblodking a program?

You can choose which netwark location types to add this program to.

Metwork location types...




mﬂﬂ « Windows Firewall » Allowed Programs 'I‘}” Search Control Panel o |

I3

Allow programs to communicate through Windows Firewall
Te add, change, or fémove allowed pregrams and perts, click Change settings.

What are the risks of allowing a program to communicatef | ﬁ Chapge settings |

Allowed programs and features:

Name Home/Work (Private] Public =
O Remete Velume Managemnent

O Routing and Remote Access

[ Secure Socket Tunneling Protocel
CJSMMP Trap

LIE

Vi

| UNIS Remote !‘a.'L!r:.:g &

O Windows Firewall Remote Management
OWindows Management Instrurmentation (WMI)

O Windows Media Player

O Windows Media Player Network Sharing Service

[ Windows Media Player Network Sharing Service (Internet)

OooO0O0OOmoo0o

rDDDEIEIIIE]UEIEIEIEI

| Details.. Remove |

I Allow ancther program... ]

IOKICm:d

2. Windows Defender turned off: [Control Panel] Move
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Adjust your computer’s settings

¥ Action Center
W Backup and Restore
B Credential Manager
@ Desktop Gadgets
B Display
I Forts
&= Indexing Options
B8 Location and Other Sensors
B Notification Area lcons
- Personalization
IEl Programs and Features
5 RemoteApp and Desktop Connections
@ Syne Center
Troubleshooting

I il Windows Defender

% Administrative Tools
#9 BitLocker Drive Encryption
ﬂ Date and Time

4 Device Manager

a Ease of Access Center
f Getting Started

£ Intemnet Options

J Mouse

’ Parental Controls

E Phone and Modem
& Recovery

& Sound

& System

88 User Accounts

i Windows Firewall

View by:  Small icons ~

AutoPlay

K Color Management

© Defauit Programs

53 Devices and Printers

[E Fotder Options

«; HomeGroup

&= Keyboard

5 Metwork and Sharing Center
M Pesformance Information and Tools
s Power Options

¥ Regicn and Language

) Speech Recognition

WL Taskbar and Start Menu

B windows CardSpace

& Windows Update




This program requires up-to-date definttions. You must install the latest
definition updates before scanning.

Status
Last scan: Mot available
Scan schedule: Daily around 28 2:00 (Quick scan)
Real-time protection: i

Antispyware definitions: Mot available




can | = J History \:} Tools

Protection against malicious and unwanted software

Tools and Settings

Settings

E C hoose how you want Windows
Defender to run

Tools

=" Quarantined items

[
& Rerncwve or restore software that
Windows Defender has
prevented from running

Allowed items
m View software that you have

chosen not to monitor with
Windows Defender

Micr
Join the online community

that helps identify and stop
spyware infections

a lorer

View or monitor all software
that is running on your
computer

Wind Defender websit

Get more tools and the latest
security information enline

- Windows

. Defender
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- a History ﬁ Tools i.'; Windowsl

. Defender

Protection against malicious and unwanted software

[¥] Automatically scan my computer (recommended)

Frequency: [D’ih" -I
Approximate fime: [Eﬂ 2:00 7]
Type: [{Qu'nck scan) - |

1

[#] Check for updated definitions before scanning
[¥] Apply default actions to items detected during a scan

Default actions

Choose the action that you want Windows Defender to display (or apply, if you selected this option in automatic
scanning) when items with these alert levels are detected. Understanding Windows Defender alert levels

High alert items: [Dﬂ‘iult action (definition-bas 'I
Medium alert items: | Default action (definition-bas = |
Low alest iterns: | Default action (definition-bas ~ |

Real-time protection options
[ lUse real-time protection (recommended) | £ Aec. f'”)f?‘
Choose which security agents you want to run, Understanding real-time protection

/| Auto Start -

| ®sme || Gonce

Windows Defender E

@ Windows Defender is turned off

Windows Defender won't provide protection against harmful or
potentially unwanted software and it won't send you alerts
because itis off.

To help protect your computer against harmful or potentially
unwanted software, Turn on and open Windows Defender.,

3. Disable User Account Control: UAC settings
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Adjust your computer’s settings

¥ Action Center

W Backup and Restore

B Credential Manager

@ Desktop Gadgets

B Display

I Forts

&= Indexing Options

B8 Location and Other Sensors
B Notification Area lcons

- Personalization

IEl Programs and Features

5 RemoteApp and Desktop Connections
@ Syne Center
Troubleshooting

il Windows Defender

I % Administrative Tools I
BitLocker Dirive Encryption

ﬂ Date and Time

4 Device Manager
a Ease of Access Center
il Getting Started

ﬁ Internet Options
J Mouse

.’ Parental Controls
E Phone and Modem
& Recovery

& Sound

1% System

88 User Accounts

i Windows Firewall

View by:  Small icons ~

AutoPlay

K Color Management

© Defauit Programs

% Devices and Printers

[E Fotder Options

«; HomeGroup

&= Keyboard

5 Metwork and Sharing Center
M Pesformance Information and Tools
s Power Options

¥ Regicn and Language

) Speech Recognition

WL Taskbar and Start Menu

B windows CardSpace

& Windows Update




ﬂfgilﬁl‘.l - #~ 0 @
* B Marme % Date medified Type Size
B Desktop [@+ Component Services 2009-03-06 €% 1.. Shortcut 2KB
8 Dewnloads A Computer Management 2009-03-06 2F 1.. Shortcut 2KB
‘%L Recent Places Data Sources (ODBC) 20090306 2 1. Shertcut 2KB
(5] Event Viewer 2009-03-06 2% 1.. Shorteut 2KB
(A Libraries ik, iSCSlInitiater 2009-03-06 2= 1. Shorteut ZKB
¥ Documents [P Local Security Palicy 2009-06-01 2% %:... Shorteut 2KB
! Music #) Performance Monitor 2009-03-06 2% 1... Shortcut 2KB
Pictures {#@ Print Management 2009-06-01 ©% 3. Shortcut 2KB
B videes F i 2009-03-06 9F 1.. Shorteut 2KB
[# System Configuration 2009-03-06 2% 1..  Shorteut 2KB
1 Computer uler 0090306 2% 1.. Shortcut 2KB
& Local Disk (C) @ Windows Firewall with Advanced Security  2009-03-06 2= 1..  Shortcut 2KB
Windows Memory Diagnostic M009-03-06 2% 1.. Shortcut 2KB
€l Network {58 Windows PowerShell Modules 2009-03-06 % 1...  Shortcut IKB

% 14 items




|Eﬂ'ﬂiﬂ|5mt IEEl'\ﬂCESlEEHh.g}I Tools I

Tool Mame

About Windows
Change UAC Settings
Action Center

System Information
Ewvent Viewer
Programs

Svatem Pronerties

Windows Troubleshooting
Computer Management

Description

Display Windows version information,

Change User Account Control settings.
Open the Action Center,

Troubleshoot problems witl'l;:ur computer,
View and configure system settings and components,

iew advanced information about hardware and software settings.
Wiew monitoring and troubleshooting messages,

Launch, add or remave programs and Windows companents,

View hasic information ahoot voor comnuter svetem seHinns.

*|

. | 3

Selected command:

Crindows WS ystem 32 WUser AccountControlSe ttings. exe

Lok J[ cancel || apoly [ hep |

Choose when to be notified about changes to your computer

User Account Control helps prevent potertislly harmful programs from making changes to your computer.

[Tl me mgre shout User Sccount Control settingd
Always natify
= = Never notify me when:

*  Progeamds try to irstall software or rmake changes to
Py Complter

*  [rrnke changes te Windows settings

i} Mot recommended. Choose this onby if you need ta

_L-D_
Hever natify

use programs that are mot certified for Windows 7
becsuse they do not support [3:' Account Control.




4. Reboot your PC after the above treatment

5. If the connection is not after a reboot, please try reinstalling the

program.



